TunoBas jgexumst
10 Mpo(pMIAKTHKE NPECTYIICHHH B cepe unGpopMaUOHHO -
TeJIeKOMMYHUKALIMOHHBLIX TEXHOJIOTHIA.

Ha Tteppuropun Openbyprckoit o6inactu B IpeoGnagaroneM 60T bIIHHECTRE
XUIMCHUS € WCTOIB30BAHHEM  HH()OPMAIHOHHO-TEIEKOMMYHHKAIMOHHbIX
TEXHOJIOTHH COBEPIIAIOTCS CIEAYIOUMMH CIIOCOOAMHU:

1) 3BOHKH OT HEM3BECTHBIX JIUII, IIPEACTABISIOIIUAXCS COTPYIHMKAM U O0aHKOB,
nomuuun, CiencrseHHoro xomutera 1 ®CB Poccun, KOTOpBIE IOJ ITPEIIOroM
IPEAOTBPAINCHUS. ~ HECAHKIMOHMPOBAHHOIO — CHHCAHHA  JCHEXHBIX  CpPEICTE,
oopMIICHHS KpeuTa, OITOKHPOBKU GAHKOBCKOH KApTHI, 4 TAKKE YTEYKH JIMYHBIX
MaHHBIX KIHMEHTa, YOXKIAIT rpax/iaH OOPMHUTE KPEIUT U NIEPEBECTH [TEHEKHBIC
CPEACTBA HA «PE3EPBHBIEN U «OE30IACHBIE» CUETA;

2) 3BOHKH OT SIKOOBEI OIEPATOPOB COTOBOM CBSI3H, YOEKIAIOIIUX rpaXkJaH
COOOLIMTE CMC-KOZABI HOCTYIHBIUME HA TeTe(OH, C MOMOMIBIO KOTOPBIX MOJKHO
MONYYHUTb AOCTYN K JIMYHOMY KaOHHETY Ha caifTe roCyJapCTBEHHBIX YCIyT,
MOOH/IBHOMY TIPUIIOXKEHHIO OIIEPAaTOPa COTOBON CBA3M U ODOPMUTE BUPTYaJbHEIE
KPEOUTHBIE KapPTHI;

3) ycTaHOBKa NPHIOKECHUH YOAaJIEHHOIO JOCTYyIIA (mampumep «Team-
Viewer», «AnyDesk»), o BUAOM MporpaMMHOro o6ecredeHys IIOBBILIAOIIETO
Bauly OaHKOBCKYIO 0e30macHOCTb. JlaHHBIE MPHIOKEHUS OTKPBIBAKOT IIOCTYII K
YOANEHHOMY HCIIOJIb30BAHMIO CMapTQOHA M MO3BONSAIOT NEPEBOIUTH JAEHEKHBIE
CPeACTBA Ha TMOJKOHTPOIIbHEIC 3TOYMBIIUICHHUKAM CYeTa, OQOPMIIATE KPEaUTHI,
UCII0JIE30BATh IEPCOHANIBHEIE JaHHEIE,

B naHHOM ciyvae Heo0XOAMMO HeMeIUIEHHO NPEeKPATUTD pasrosop,
MO3BOHUTH 10 HOMEpPY «ropsidedl JIMHHH» 0aHKOBCKOIO YYpPEXKIEHHS, B
KOTOpoM odopmiiena Bama 6aHKoOBCKasi KapTa, JUGO JTMYHO MOCETUTH opuc
0aHKa M IOMHTEPECOBATHLCS 110 IOBOAY COMHUTEILHBIX IIEPEBO/OB.

3anomuure! CoTpyaAHHKHN §aHKA HUKOrAA He CIPAIIHBAIOT M0 TesedoHy
IIepCOHATbHBIE TaHHbIE 0AHKOBCKMX KapT M Koasl u3 CMC. He CylIecTBYeT
TAKOro BH/Ia COXPAHEHMs CPE/ICTB, KAK BHECEHHE HATMYHOCTH Yepe3 TepMHHAI
Ha «pe3epBHBII» CYET JMb0 mepeBoq Ha aboHenTckuil Homep. Hu B Koem
CIyuae He NepelaBalTe NePCOHANBHbIE JaHHbIE CBOell GAaHKOBCKOM KapThl, He
yCTaHAB/IMBaHTe B CcBOeM cMapTgoHe JHGO KOMIbLIOTepe KaKue-THG0
NporpaMMel 110 Npock0e HEM3BECTHOIO JINLA.

4) uCnonb30BaHMEe AKKAyHTOB B MECCEHKEPAaX, CO3MAHHBIX OT HMEHH
PYKOBOIUTENEH, /IS OCYLISCTBICHMUS MEPEMMCKH, B XOJ€ KOTOPOH MPECTYIHUKH
IPOCAT TICPEYUCIUTh ACHBIM B JOAT Ha OaHKOBCKYIO KapTy, IHOO oOKas3aTh
CONCHCTBUE IPAaBOOXPAHUTENBHBIM OPraHaM B IOUMKE MPECTYIHHUKOB B
0aHKOBCKOM chepe. [lamee, Kak LPaBuiIo, IPaXIAHUHY 3BOHST HEHU3BECTHLIE,
IPE/ICTABIAIOMMECS COTPYJHUKAMH CHIIOBBIX CTPYKTYP M IOJ HPEIJIOrOM €ro
3a/ICHCTBOBAHHS B «CIIELONIEPAIIHI TI0 YCTAHOBIIEHHUIO IPECTYIHUKOB, YOEKIAIOT
OOPMHUTH KPEOWTHI, CHATH JHYHBIC COEPEXEHHS H IIEpPEBOIATH NEHBIH Ha
IIOAKOHTPOJIBHBIE UM CUETAa;

Ecin B Meccenkepe Bam Hanmcasn pykoBoauTe b H NONPOCHII IeHbIH B
aoar, Jmbo ckazan, 4YTo ¢ BamMu  JO/DKHBI  CBS3aThCS COTPYAHUKH
NPAaBOOXPAHUTEJILHBIX OPraHOB M MM HeOO0XOJMMO IIOMOYb, a TAKMKe



HEYKOCHMTEJIBLHO  BBLIMONHSATL MX YKA3aHUA, He pHCKYHTe, a mpocro
TMEPE3BOHUTE €My, JIM00 CBSDKATECH JPYTHM YAOOHBIM CIIOCOGOM, KOTOPbII
MO3BOJIMT NOHSATH, YTO ¢ BaMu Ha CBAI3M MMEHHO PYKOBOAMTEJIb, a He
NPEeCTyMHHK.

5) B3JIOM COLHMANBHBIX CETEH wWim aKKayHTOB B MeECCEHA>Kepax, H
OCYIECTBICHHE PACCHIIKH COOOILEHUH € TPOCHOO0I OMOIKUTE NeHEKHbIE CpencTBa,
JIHOO MEPENTH 110 CCHIIKE U IIPOrOI0COBATH 33 KOTO-ITHO0;

Eciu Bam 3HakoMblii B comUaibHOM ceTH MPOCUT JEHLIW B [0JIT,
HEO0X0AUMO CBA3ATHCH € HAM MO TededoHy, JnGo yoenuthest B Xo0me
TIIEPENHCKH, ITO ¢ BamMu o61uaercsi MMEHHO OH, 2 He MOIEHHHK, Y KOTOporo B
T0JIb30BAHHH HAXOMMTCS B3JIOMAHHAS CTPAHMIIA 3HAKOMOTO.

6) MOIIEHHIYECKas CXeMa «POACTBEHHHUK T10MAl B Oemy». OcyuiecTBisiercs
3BOHOK, I'IC NPEACTaBUTENEL SKOOBI NPABOOXPAHHUTENbLHBIX OPraHOB COOBIIAET
TIOXHIIOMY HEIOBEKY, 4TO 110 BUHE Cro OJIM3KOTO POCTBEHHHKA coBepuiero JITIT u
UL YPErymMpOBaHUS CHTyallMd HEOOXOAMMA KpyIHas MACHEXKHAsI CyMmma
HAJIMIHBIMH, TOCIIE 4€TO IPHE3KACT KypPhep MOIUCHHHKOB, 3a0HPACT JIEHBIU U
IIEPEBOJIUT Ha CYETa KYyPaTOPOB IPECTYITHON CXEMBI,
byarte BHuMaTenbnb! [Ipn nocTynieHnu Nox06HbIX 3BOHKOB, HECMOTpS Ha
YroBOpPbI NPECTYNHUKOB 0 TOM, YTO HE CTOMT 3BOHUTH HUKOMY, HEMeE/IJICHHO
CBSKMTECH C POICTBEHHUKOM, KOTOPBIii Monaji B «0emy».

B pasrosope coxpausiiiTe CHOKOWCTBMEe M He HAa3bIBaiiTe JaHHbIEe
POACTBEHHNKA, CKAXKMTE HEU3BECTHOMY, 4TO OyaeTe m0 JaHHOMY (aKTy
o0pamaTLCA B IPABOOXPAaHUTEIbHbIE OPTAHBI.

7) 3apabOTOK HAa WHBECTHLMSX. JIaHHBIE NPECTYIICHUS COBEpPIIAIOTCS B
pe3yIbTATE MMOMCKA NMOTEPIEBIIMMH JOIONHUTENFHOTO MCTOYHHMKA Noxonma. Kax
TNpaBHJIO, MOTEPIIEBIIME OCTABIISIOT B CETU MHTEPHET 3asBKY HA PETUCTPALMIO U
CIYCTA HEKOTOPOE BpPEMA WM MEPE3BAHUBAET 3IOYMBIIUICHHUK, KOTOPBIIl
IPEJICTABIIAETCsS OPOKEPOM U IpeJyIaraeT co3aaTh JINYHBIN KaOUHET Ha Iathopme
ONHOH U3 OUpXX MO0 NEPEYHCIUTH JEHEKHBIE CPEICTBA JUIS HHBECTUPOBAHMUS.
Ilocne dvero »kepTBa MOJ BIAMSHMEM 3IOYMBINUICHHHKA CHCTEMATHUECKH
TNEpeHHCIIACT ICHEKHBIE CPEICTBA PA3IMYHBIMA CYMMa Ha JTHIEBOI CYET, KOTOPLIIT
OTOOpaXkaeTcs B JNUYHOM KabuHeTe OUpXH IHMOO Ha OaHKOBCKHE KapThl
MOLICHHUKOB, TyMasi, YTO HHBECTUPYET [ICHEXKHbIE CPEICTBA. 3II0YMBIILICHHHK, B
CBOIO 09€PENb, 3aKPBIBACT AOCTYII K IMYHOMY KAaOUHETY U [IOTEPIEBLINI HE MOXKET
BBIBECTH JJaHHBIE ICHEXKHbIE CpecTBa. [ 3TOro ero y6exn1aroT B He0OXO0MMOCTH
BHECEHUS JONOJIHUTENHHOW CYMMBI J€HET;

Eciau Bbl Bce - Taku pemniam 3apa6oraTh JaHHBIM BHIAOM, TO ciaexyer
UIpaTh Ha MOPOBEPEHHBIX OMpKaX, a TaKKe I0JB30BAThCS yCIAyraMu
NpOBePeHHBIX JHI (OPOKEPOB), 3aHUMAKINMXCH MAAHHOH IeATEJbHOCTHIO.
Tax:ke cieyeT 0Co3HaBaTh PUCK NOTEPH CBOMX JEHEKHBIX CPEACTB IPH urpe
Ha 0upiKe, HHBECTHUPOBAHUH, B TOM YHCJIe 04€Hb KPYIHBIX CYMM.

8) MOILIEHHHYECTBO HA TOPTOBBIX HMHTEPHET-TMOmankax. [T 3Toro, Kak
NPaBUII0, MOUIEHHMKH IIPeIUIaralOT IEPENTH 7 OOIIEHHS B MECCEHDKEpHI,
AOTOBApPHUBAIOTCS O MOJIyYeHUH (OTIPABKE) TOBAapa C MOMOIIBIO CIykO0 OCTaBKH,
CKMBIBAIOT HMHTCPHET — CCBUIKY Ha MNOANEIbHBIE CaHThI, TOE >XEPTBa BHOCHUT
PEKBU3UTELI OAHKOBCKOHN KapThl M JIUIIACTCS IEHEKHBIX CPEICTB.



3anomuure! ToproBble NIOIAAKH OCHAINEHBLI CHCTEMOIR 3alLIMTHI  OT
COMHHTEJILHLIX ONePALUi 0 NIePEBOAY CPEACTB, MO3BOJISIONIE 0JI0XKHpOBaTH
PasIM9IHbIe CCBUIKM, MO03TOMYy ecau Bac mokymarenn/mpomaBerx NPOCHUT
NepedTH K O0UIEHMI0 B MeCCEHIKepe M KHIaeT CCBUIKY, TO 3TOG MEPBLIii
TPEBOXKHBIH CHTHAJ K TOMYy, 4To Bac xorsar 00MaHyTh. 3a4acTyI0 CCBLIKH,
OTHpPABJsIEMbIe MPECTYNHMKAMH, [0 HA3BAHMI0 MOIYT GBITh CXOXKH C
HA3BaHMSIMH Pa3INYHBIX KOMIAHMIA 1O [OCTABKAM TOBapa, jgake c
Ha3BAHUSIMH CaMHUX TOProBbIX IIomanok. He mepexommre mo CChLIKaM,
OTIPABJIEHHBIM HEeM3BECTHLIMH JUIAMM.

9) MOIIEHHHYECTBO C HCIIOIB30BAHHEM JOCYTOBBIX CaWTOB I10 OKa3aHMIO
VHTHMHBIX yCOyr. B paHHOM cHTyauun, a0 CcoBepiieHus IPECTYIUICHHUS,
TIOTEPIEBIIMA CaMOCTOATENFHO HAXOMUT IPENJIOKEHUS B CETH «HMHTepHETY ©
IIPCAOCTABJICHAN NaHHBIX YCIyT. JKepTBa CBA3BIBAaCTCSA C 3II0YMBINUICHHUKOM 0
yKa3aHHBIM a0OHEHTCKMM HOMEpaM M IO IPEIIOraMH OIIaThI YCIYT, CTPaXxOBKH
ICPCBOMUT NCHEXKHBIE CPEICTBA HA YKa3aHHBIE CYETa [TOCPENCTBOM MO OMILHOTO
0aHKa MM TepMHUHANA OILIATHL.

He crouT mosn3oBaThesi JaHHBIMHM BMAAMM YCIYT, T.K. oprasHusanus
AQHHOTO BHMJA NEATENBHOCTH 3ampelieHa Ha TeppuTopun P® u Bieyer 3a

C000¥ aAMMHMCTPATHBHYIO M YIOJI0BHYIO 0TBETCTBEHHOCTD.



